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1 EXECUTIVE SUMMARY
2.1 Test Results

The CCTM Claims Testing of the DiskShred 1.0 service - assessed from
6™ July 2009 to 24™ August 2009 by Enex Testlab - concluded that the
security functionality claims made within the IA Claims Document [ICD]
are valid. All security functionality claims were tested successfully and
verified as true by Enex TestLab

3 CCTM TEST OVERVIEW
3.1 Introduction

This Test Report documents the results of the CCTM Claims Tests of the IS
Product/Service as detailed in [ICD].

3.2 Scope of IS Product/Service Claims Tests

Sections 2.1-2.2 of [ICD] describe the scope of the IS Product/Service to be
Claims Tested. The Test Laboratory confirmed this to be accurate for the IS
Product/Service tested.

Sections 2.2 and 2.3 of [ICD] summarise the security features, environmental
assumptions, expected operational environment, operational security issues
and threats, and platforms.

Section 2.2.4 of [ICD] details the security features of the DiskShred 1.0
service that were not tested under the CCTM Scheme.

In particular, the cryptographic algorithms used in IS Products and Services
are not tested under the CCTM Scheme.

Section 3.1 of [ICD] specifies the CCTM Claims Tests performed by the Test
Laboratory on the IS Product/Service. The Claims Tests were only performed
with the IS Product/Service running on the platform combinations and IT
environment detailed in the Test Configuration section. The platforms
themselves were not tested under the CCTM Scheme. All specified tests were
run on all specified platforms by the Test Laboratory in line with [ICD].

2.3 Location and Date of Tests

Section 3.3 of [ICD] details the location[s] where the Test Laboratory
conducted Claims Testing and where witness testing was undertaken.

The start and end dates of Claims Testing were as follows:

Testing started on Friday 14" August 2009 and ended on Wednesday 19™
August 2009
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2.4 Platform Configuration

The platforms supported by the IS Product/Service and used in the Claims
Tests are detailed in the following tables.

Platform Platform Name Platform
Ref Version
1 DiskShred Mobile Shredding Vehicle | 0.1

2.5 Test Configuration

Claim Ref Product Name Platform
Version
DS001 — DS014 Inclusive DiskShred 0.1

2.6 Test Method

The DiskShred 1.0 was tested using the Test Method [TLG and/or TM]
against the security claims made in the [ICD]. Section 3.3 in [ICD] identifies
the Test Method for the Claims Tests carried out by the Test Laboratory.

4 EASE OF USE

Administrators should note that due to the nature of the service that no
problems were noticed in the use of the service. All customers questioned
found the service straight forward.

5 QUALITY OF USER AND ADMINISTRATION DOCUMENTATION

Due to the nature of the service all work is carried out by DiskShred
personnel. Documentation on the service can be found at

www.diskshred.co.uk
6 RESISTANCE TO PUBLICLY KNOWN VULNERABILITIES

Due to the nature of the service offered a search for vulnerabilities is not
applicable.

7 VALIDATION OF EXISTING ASSURANCE CERTIFICATES
Not applicable
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8 DISCLAIMERS

CCTM Claims Testing is not a guarantee of freedom from security
vulnerabilities. There remains a probability that exploitable security
vulnerabilities may exist in the IS Product/Service, or the IT environment
supporting the IS Product/Service.

This Test Report Summary serves solely to summarise the results of testing
carried out for the CCTM Scheme and is not an endorsement or otherwise of
the IS Product/Service.

9 ABBREVIATIONS

The key IS Product/Service abbreviations used within this Test Report are
listed below. Generic CCTM Scheme abbreviations used within this report are
defined in the Scheme Description [DES].

10 REFERENCES
[ICD] DiskShred 1.0 ICD version 0.6, 06 July 2009

[TLG] CCTM Scheme Test Laboratory Guide, version number, date
published

February 2010 Page 4 of 4



